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* MyFS5: https://my.f5.com/manage/s/
* F5 Cloud Docs: https://clouddocs.f5.com/

e F5 DevCentrald 0 0 0 0 O O O : https://community.f5.com/
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0000 0OBIG-IP NEXT O Central Manager (CM) 00 WAFOOOOOOOOOOOOOOOOOoOoooooo
gbobooooobooboobobobobo

221 0000000000 O0OOOODOO

UDFOUOOO0OQCO"DEPLOYMENT"O O O O O O O BIG-IP Next Central Manager 0 0 0 0O O O O "ACCESS" >
'Gul'oogoooo

BIG-IP Central Manager
BIG-IP-Next-CentralManager-20.2.0-0.5.41-small gcow

>
ACCESS v  DETAILS
L | —
CONSOLE
BIG-IP Next instance 1
BIGP-Next-20 2 0-2 375 1+0.0.43 qeow?2 WEB
SHELL
| 2
— GuI
DETAILS
L | ]
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BIG-IPNextCM GUIOODOOODOOODOODOO0ODOODO0OO0OODO0OO0OODOOOOOO/ 000000000000

gooooo
e DDOOOO/MOOO0O:

¢ admin/Welcome123!

- BIG-IP Naxt
Central Manager
Sign In

User Name*

admin

Password *

Forgot Password?

0000000000000 00000d0d "Manage Applications"0D000000OCOCO

“ Add Application” 0000000000000 00O00000COO0O0OO

0O =t

020 00000
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Application Service Name:

- HTTP-DVWA OO OOOOOO
What kind of Application:

— Standard D000

e “ Start Creating” 0000000

Add Application

eate New Application Service

“Pools” OOOOD Create” DO0OODOOO peolD0O0DOOOODOOOOODOOO
Pool Name:
— dvwa_pool
Server Port:
- 80
koad-Balancing Mode:
— round-robin
Monitor Type:

— http

22. WAFOOOOOOOOODOO
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"Virtual Servers"0 tabO0 00 000000000000
Virtual Server Name:
- DVWA-VS
Pool:
— dvwa_pool 0 (DOODOOOODODOO poolODOO)

e “ Review & Deploy” 0O 000

000000 Start Adding"0 0 0000 big0l.fSlabdocal” 00000000000 O0O0OOODODO"Add to List"
ooooooooo

Deploy-to

8
=
No Instance/Locations

_Am..g ~

OO Deploy O 0O O O Virtual Server O IP O Pool member 0 000000
Virtual Address:
- 10.1.10.100

e Members 0100000000 “ +Pool Members” OOOO0O

10 02000000
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“ +AddRow” ODDOOOOODO poolmember OO OODODO
Name:
— dvwa_server
¥ Address:
- 10.1.20.101

« 0000 ” Save” O0OOOO

OOOOCOOOOOOOOOOO"Validate Al"OOO0O0OO0O0O0DOOOOO "DeployChanges"DOO0O0OOO0OO

gooogo

sstancelLocation: big01 fiab loca Y ——

22. WAFOOOOOOOOODOO
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Deploy Application Service?

This action will deploy HTTP-DVWA to 1 Instance.
Deploy Application services to: 1 Instance

big01.f3lab.local

Are you sure you want to continue?

O0000000ODashboard 000 000000000000 "HTTP-DVWA'OOOOOOOO

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ ® v

UDFOOOO WindowsOOOQOQOOQOOOOOODO

- DDOOOO/MODO0O:

e user/user

12 020 00000
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web-server 2
Ubuniu 22,04 LTS Server

>

ACCESS DETAILS
———————————————————————————1

windows10 client
Windows 10

>

ACCESS w DETAILS

L
CONSOLE

ROP

Chrome 0 000 0O O O O http://10.1.10.100/DVWA/login.php 0 0 0 0 O O O O O Username: admin[] Password:
password DO OO DOOOOO

v @ LoginzDamn Vulnerable Web X + = O X
<« - C A\ Not secure  10.1.10.100/DVWA/login.php * <
G Google (@ MyF5 @ http//10.1.10.100 @ httpsy//10.1.10.100 @ http-abc-company @ hitps-abc-company (@) BIG-IP Next CM 3 All Bockmarks

DWA)

Usermname

Password

You have logged out

22. WAFOOOOOOOOODOO 13


http://10.1.10.100/DVWA/login.php
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DVWA Security 0 0 0 0 0 O O Security Level 0 Low DO O OO OO

c A\ Not secure

10.1.10.100/DVWA/security.php

® MyFs @ http//10.1.10.100 @ https://10.1.10.100

Home

@ http-abc-company @ https-abc-company (@) BIG-IP Next CM

DVWA Security »

Instructions

Setup / Reset DB

Brute Force
Command Injection
CSRF
Inclusion
Upload
Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)

Weak Session IDs
XSS (DOM)

Security Level
Security level is currently: impossible

You can set the security level to low, medium, high or impossible. The security level changes the vulnerability
level of DVWA:

1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
as an example of how web application vulnerabilities manifest through bad coding practices and to serve
as a platform to teach or learn basic exploitation techniques.

Medium - This setting is mainly to give an example to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
exploitation techniques

High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
practices to attempt to secure the code. The vulnerability may not allow the same extent of the
exploitation, similar in various Capture The Flags (CTFs) competitions.

. Impossible - This level should be secure against all vulnerabilities. It is used to compare the vulnerable
source code to the secure source code
Prior to DVWA v1.9, this level was known as 'high"

N

w

o~

XSS (Reflected)
XSS (Stored)
CSP Bypass
JavaScript

Authorisation Bypass
Open HTTP Redirect

About
Logout

SQL Injection 00 O0O0D0OOUserIDO 'or I=1#00000SQLOO0O0OOOOOOOOOOOOO@mOOOOO
00000000000 0o0o0o00ooDoO00oo0UDoO0o0ooDooooDoOooDooOoon)
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Mot weoure 10,110,900/ DAVWIA Aulinerabilities SqlifPid s 1927« OR + “030%2 TaSubmits Submate

— | Vulnerability: SQL Injection

Setup | Resel DB Uisar ID Submt

Inwecure CAPTCHA

SQL injection [Blind)
Winak Session D3
X858 (DOM)

X535 (Refected)

X585 Stored) |
CHP Bypass More Information

222 WAFOOODOOOUOOOoooooooooooo

CMO00000 workspace 0 00O Security” 0000000

E1E ==

X B

&

O000O0"WAF" > "Policies"0 000 "Create'0 0 0000000000000 O0O0DOOO

@ v

22. WAFOOOOOOOOODOO 15
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Name:

— dvwa_waf policy OO OO QOQOQOQO

e Advanced View O enable DO OO 00000000 OOOOO

Yemplate:

— RAPID-Template
Enforcement Mode:

— Blocking

«“ Save” JOOOOOODO

Policy Properties

00000 WAFOOODOOOD General Settings” 00" Log Events” 0" All” OO Save” 000000

ooo

(L}

16

02000000



Next WAF O OOOQOGOOQOO

"Attack Signatures"00 0 0 0 0O 0O 0O O O "Enforce" > "Enforce all Staged Signatures"0 0 0 0 00O staging 00 00O
ooo

CMOODOODO workspace 0 OO "Applications"0 0 00O OOO0OOOO0OOCOOOCOOCOOODO (HTTP-DVWA)
OO0OD0O0"Edit"DOOO

22. WAFOOOOOOOOODOO 17
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“ Security Policies” O 00O0OOOOOODOOOOOO

* * Use a WAF Policy” O enable 000
WAF Policy Name:

— dvwa_waf policy (00O O0O0O0 WAFOOODO)
«“ Save” JODOOOOODO

* “ Review & Deploy” >* Validate All” >*“ Deploy Changes” O WAFO OO OOOOOOOOOOOOO
ooo

Windows 00000000 DVWA O SQL Injection 00O 000OUserIDO 'or I=1#00000SQLOOOOO
goboobboboboddbregect D000 O0OO0ODOOO

< c A\ Not secure  10.1.10.100/DVWA/vulnerabilities/sgli/?id=1%27 +OR+""%3D%2 78Submit=Submit#
G Google (@ MyF5 @ hitp://10.1.10.100 @ httpsy//10.1.10.100 @ http-abc-company @ https-abc-company  (§) BIG-IP Next CM
The requested URL was rejected. Please consult with your administrator.

Your support ID is: 8644912239268069437

Go Back

18 02000000
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223 000000000 DODO0ODOOODOOOOODOOOO

000000000000 00000000000000000000000WebO OO OO0 OO00oOoOooon
gobobooooooooooboboboboooboobogooobobobobobboooooDooDobDOobOoD
gobooboboobuooboobobooboobbooboobboo

CM 000000 workspace O O Security” O000000O0QO WAFDashboards” 0 0000000000000
000000000 Polices” 000000 D0O0O00ODODO0ODDOO0ODOOOOOOOOODOOOO

“ Signatures” 00 000 reject 000 sqlinjection D 00000000000 ViewLog” D000 logOO0OO
O00O0@Oo0OooopCO0OO0OOO0OO0OO0DOOOO0OO0O0O0O0O0 SupportID O logOd O SupportlD 0000
O0000oo0oo0o00ooo0oooon)
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“Actions” J0000000000D0O0COOO enforcementsetting000000000O0O0 override 0000

oooood

“ Save”

oboobobognoD rejectO0ng

(200015125) SQL-INJ in "id"

10.1.10.100/DVWA ulne rabilities/sgli/7id =152 7 + OR + =93 0%2 T &Submit=S5ubmit#

>“ Deploy” 0000000 override 0000000000000 OCOOCOSQLOOOOOOOOOOO

Home
Instructions
Setup [ Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA

SQL Injection (Blind)
Weak Session IDs

XSS (DOM)
XSS (Reflected)

Vulnerability: SQL Injection

User 1D Submit
1" OR
irst nams i
Surnam dmir
i H L1
Fir Rl i
S B
ID: F ¥
Fir e Hack
Surna
ID: R y
Fir amie: Pabl
Surnam Picassc
+H Ll
i: 5 nasmeg I
Surname: Smith

X585 (Stored)
C5P Bypass

More Information

20
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OOOEventLogsOOOOOOOOOODOODODODOO

Securiy
@ agmin v

Event Logs

Web Application L7 Dos

G v o Export  TiJ Delete | 7 Show Filter

Status URI Time + Source Location Source IP Virtual Server Policy Violation Ra... Respo
@ Passed /dvwalvulnerabilities/sqli/ May 8, 2024 05:01:57 (GMT+9) B1 N/A 10.1.10.200 DVWA-VS dvwa_waf_p EEmEE 5 200
@ Passed /dvwalvulnerabilities/sqli/ May 8. 2024 05:01:54 (GMT+9) E1 N/A 10.1.10.200 DVWA-VS dvwa_waf_p N/A 200
@ Passed /dvwallogin.php May 8, 2024 05:01:51 (GMT+9) B3 N/A 10.1.10.200 DVWA-VS dvwa_waf_p N/A 302
© Passed Idvwalindex php May 8, 2024 05:01-51 (GMT+9) B N/A 10.1.10.200 DVWA-VS dvwa_waf_p NA 200
@© Passed Idvwalvulnerabilities/sqli May 8, 2024 05:01-45 (GMT+9) B N/A 10.1.10.200 DVWA-VS dvwa_waf_p mmmEm 5 302
@ Passed dvwallogin php May 8, 2024 05:01-45 (GMT+9) B N/A 10.1.10.200 DVWA-VS dvwa_waf_p NA 200
© Passed Idvwalfavicon.ico Mav 8. 2024 05:01:44 (GMT+8) BI N/A 10.1.10.200 DVWA-VS dvwa waf o NA 304

2.24 BlockingO O oooooOOd

oobooOoooboocoobooobooOoooooooboOobobooOooboooooobOooooOboOoooDn

CMOUODOOOQO workspace 0 OO "Security"D 0O OO0 OWAF > WAF Policys 00000000 WAFOUO
OO00D0O0O00"Response Pages"0 000 OO0O0OOOODOO

Response Body 00 000000000000 OCO0O0OOOUODOOOOOOOPreview'DOOOO0OOODOOOO
goboobboobooboooboobooobooboobboobobooobooboobbooboon
gobooboooo
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Blocking Page ¥

Response Body Preview

Biocking!!! Please consult with your adminisirabor

Your suppor 1D is

OO00O0OCOO0O0O0OOResponse Headers 100000000 Oeg. response code I 20000 40300000000
0000000000 URLO Reditect 00O OOOOOOOOO

vwa_wat_pocy

2.2.5 Geolocation 00

WAFOOOOOOOOOOOOOOOOOOOOOOOOD Geolocation Enforcement 0100000000000
0000000000000 000000o0000oo0oo00o0oOo0oooobO0o0oooooooooOon
O00OGeolocation 000000000 OOOOOOOOOOOOOOOOO0O00O0O0O0OOOOOOOOOO

CMOOOO0OO workspace 0 OO "Security"D 0 DO OO0 WAF> WAF Policys 10 OOO0O00O WAFOUO
OOOOO0OOO"General Settings"00000000O0O0O0OQO Advanced View” O Enable 0000

22 02000000
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00000 Allowed Geolocations / Disallowed Geolocations 0 D 0 0 D 00000000000 O0OO0OO0DODOOO
“ Save & Deploy” OOO0O

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

gogbooobobooboobboobobooboobbooboobboo

* Customize a WAF Policy

23 0 000D0O0DoDOooogon

F5 O O Attack Signature, Bot Signature 0 Threat Campaigns 10 000000000000 OOOOOOOOOO
goboobboobooboooboobooboboo

OO OO Attack Signature 0 0 Live Upates 000 0O0OOCOOCOOOOOO
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https://clouddocs.f5.com/bigip-next/latest/waf_management/#customize-a-waf-policy
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2.3.1 Live Updates D D00 0O

CMODOOOQOO workspace O O O "Security"d O O O O O O WAF > Live Updates > Attack Signatures 0 0 O 0O
gogbodoboboobooboboobuoobboobuoobbuooboobbooboo

000000000 00000D Install” OODOOO0DOOOOODOOOODODOODO

sssssssssssssssssssssssssssssssssssss

OO0O0OO0O0O0O0OD0O000000000 StatusO Active DO OOOO

O O O Settings O Install Latest Update Automatically 0 O O O Enabled (Real Time) OO 0000000 OOODO
gobooobboobooboboobooboooboobbooboobbooboobbooboon

=T

[ ]
=]
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O O Automatically 0 0 00 OO O Attack Signatures, Bot Defense, Threat Campaigns 0 0 0000000000
000000 tb0O0O0O0O0O0OOOOODOOOOO
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